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Initiatives taken following the Howard and Chin espionage
cases include the following:

A. Applicants

° In terms of processing new applicants,
procedures have been refined so that there is
greater sharing of information among the components
responsible for applicant screening (Office of
Security, Office of Medical Services, Office of
Personnel).

° Regardless of the duration of drug
abstinence, poly-drug use in itself is being more
critically viewed in the adjudication process.

° Security clearance approvals in completely
clear cases now require three supervisory levels of
approval for finalization, as opposed to two levels
previously.

° The utilization of the Applicant Review
Panel has increased in consideration of borderline
suitability cases.

° Consultation$ with the Office of Medical
Services has increased on borderline cases
suggesting possible psychological impairment.

° gSigns of immaturity, suggesting revenge
potential, developed during the investigative
process, are being more critically viewed in the
adjudication process.

"  The number of cases referred to the
counterintelligence office (SAD) has increased;
particularly contract cases denied staff status.
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THE ARWW. WEINBERGER
The Secretary of Defense

THE HONORABLE EDWIN MEESE, III
The Attorney General

THE HONORABLE ROBERT M. GATES
The Acting Director of Central Intelligence

THE HONORABLE WILL
The Director, Fedd¥

H. WEBSTER
Bureau of Investigation
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; Iligence and Security in
d Espionage Case (U)

SUBJECT: Enhancing Counte
the wake of thes

As a result of the defection and redefection of Vitaly Yurchenko
and the subsequent revelations of espionage committed by former
CIA clandestine officer Edward Lee Howard, serious questions arose
about the adequacy of U.S. efforts to meet the challenges posed to
our national security by the hostile intelligence threat. Accord-
ingly, in November 1985 the Presid bt signed NSDD 199 directing a
White House review by the Presi 1s Foreign Intelligence Advisory
Board (PFIAB) of the intellig sommunity's performance regarding
several matters arising fro§§v gchenko defection. With regard
to the Howard espionage cas§§ eview included:
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An assessment of the.dhmaée to intelligence sources and
methods resulting from Howard's espionage activities.

An assessment of the édeq@acy of intelligence personnel
recruitment,,Qréiningg anq security procedures as they
relate to the’ Howard-gase,;4S)
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The results of this review we;agpresggﬁed to the President on
October 2, 1986, at which"timé He directed the following actions
be implemented: R
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First, CIA should conduct a review of its personnel
selection and evaluation criteria for both hiring and
assignment purposes. This review should focus attention
on those personality factors and forms of personal
behavior such as drug use, alcohol abuse, or other
aberrant activities which might suggest that a person is
unsuitable for sensitive assignments. To the extent
possible, CIA should insjet that an operations officer
serve an interim assignmefit with a division before that
division accepts thatxﬁg on in a permanent capacity for
a sensitive positio ] sting abroad.

Second, former qséﬁel& as .
agency and compgmnen
the potential o i
national security {f #&hey
of the Howard espionage
of useful recommendat i
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both current and: form

current employees of every
e intelligence community have
tensive damage to the
ommit espionage. As a result
5@} CIA has developed a number
ons_ f handling problems involving
] pioyees. The DCI should
direct the CIA to sh%ﬁg ese newly revised post-Howard
personnel and securits:me#sures with the entire
intelligence community in order to determine their
applicability to other agencies. Each agency in the
intelligence community should then review the measures
as to their suitability for application. Subsequently,
each agency should report back to the DCI regarding the
degree to which the new measures have been implemented.

elements of the intell: pce community immediately refer
to the FBI information ch indicates the possibility
of espionage activity”by bne of their employees. This
did not occur in the How td espionage case. A new
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Implementation of these activ_i.#;ff%s should be afforded senior level
management attention by the iptelligénce community. Additionally
the PFIAB is requested to monitg¥y ang report semi-annually to the
President on the progress jfoward acébmplishing these directives.

FOR THE PRESIDENT: '.f?;%\

¢

Frank C. Carlucci
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